83

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.31, NO.1, Feb. 2021 ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2021.31.1.83

24 A vEYINA Se|XE]E 7)ut
Sleep Deprivation Attack ©x 2%

A" 258
EnETEETNEER RS

Sleep Deprivation Attack Detection Based on Clustering in
Wireless Sensor Network

Suk-young Kim,"™ Jong-sub Moon?
2Korea University (Graduate student, Professor)

(@] ok
4 =

A Al M EAIE A8 A AlKE did ez Ay 9 Akklo] S35 Zﬂﬁw"]‘:}. A AME AYE B

Z=317] 9l 4 F7)vk) sleep AFElE %1818}, Sleep deprivation attacks F4 AlA2] sleep Abe] %14
< o EN AL 2R Al7IE WA FH AR o] g F3igt A e] ‘”EP ofof] £ =FoA= S

268 7k oAl B E'] F29 Sleep deprivation attack BA RE& Aokt B =FollA Algksle
sleep deprivation attack B# Rd& 7|A85S B3 B535 24 A4 w2l AAF Alx 5o EAS AL
gl olw) ©x] wele] AR83F E42 Long Short-Term Memory(LSTM), Decision Tree(DT), Support
Vector Machine(SVM), K-Nearest Neighbor(K*NN)% o] g3le] AAstsirt AAHR 5AL B =FolA
AQkgt odare] el AMgste] 34 BAE Es Axsldon, Ak 2 s A AR SVME

5

qgsle] £2oelnh, £ ELAH AL B S9E ANGOE £2 54 RS & P AL
9 Gaelzol Agalel TR, ARE Bl A A4 wE 20) 5 BA AN wese) vl 0352 o
04%9) BAEE 2 B oA e sl Al Ao 26% PR A%E wge)

ABSTRACT

Wireless sensors that make up the Wireless Sensor Network generally have extremely limited power and resources. The
wireless sensor enters the sleep state at a certain interval to conserve power. The Sleep deflation attack is a deadly attack
that consumes power by preventing wireless sensors from entering the sleep state, but there is no clear countermeasure.
Thus, in this paper, using clustering-based binary search tree structure, the Sleep deprivation attack detection model is
proposed. The model proposed in this paper utilizes one of the characteristics of both attack sensor nodes and normal sensor
nodes which were classified using machine learning. The characteristics used for detection were determined using Long
Short-Term Memory, Decision Tree, Support Vector Machine, and K-Nearest Neighbor. Thresholds for judging attack sensor
nodes were then learned by applying the SVM. The determined features were used in the proposed algorithm to calculate
the values for attack detection, and the threshold for determining the calculated values was derived by applying
SVM.Through experiments, the detection model proposed showed a detection rate of 94% when 35% of the total sensor
nodes were attack sensor nodes and improvement of up to 26% in power retention.
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2.1 Cluster head selection
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Fig. 1. Sleep deprivation attack principles
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Table 1. Trace file format and descriptions

Parameters Description
The four symbols of r, +, -
and d are used. Indicates
Event .
receive, enqueue, dequeue
and drop respectively.
. The time at which the event
Time
occurred.
The input node connected
From node with the link where the event
occurred.
The output node connected
To node with the link where the event
occurred.
Pkt type Packet type.
Pkt size Packet size.
The value of the flag array
defined in ~ns/trace/trace.cc,
each of which has the
Flags . . .
meaning of Congestion
Experienced’, ‘Congestion
Action’, 'TCP Fast Start’, etc.
Fid Flow id of IPv6.
Ser addr The address of the origin
node.
The address of the
Dst addr destination node.
Seq num Packet serial number.
Pkt id Packet unique identification
number.
Energy Residual energy of node.
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At

Table. 3.& Zt 34 A4 xc& 2Fs= &4
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AL dolel= (Thuation. Param) 22 34
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Table. 2. Setting of simulation parameters

Parameters Value
Sensor network size (m x m) 80 x 80 m?
Simulation time 70 s
Duty cycle 20
Transmission range 150 - 250 m
Traffic type CBR
Packet size 512 Bytes
RTS, CTS, ACK size 30 Bytes

The Initial energy 35 J

The Idle power 41 mW

The Receiving power 45 mW
The Transmission power 41 mW
The Sleep power 25 uWw

Table 3. Dataset used in feature selection

Dataset | # adversary | # normal # total
Train 72,200 436,704 508,904
Test 24,274 391,559 415,833
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Table 4. Accuracy by parameters and algorithms

Energy Pkt type Event
LSTM 96.6 95.2 95.2
DT 98.9 94.2 94.2
SVM 78.1 94.2 94.1
K-NN 97.0 77.3 74,7
Avg 92.6 90.2 89.5
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Fig. 4. Structure of feature selection
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Table 6. Dataset used in learning threshold

Dataset # 1hy # Th, # Th,
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Table 7. Setting of simulation parameters

Parameters Value
Sensor network size (m x m) 80 x 80 m*
Simulation time 70 s
Duty cycle 20
Transmission range 150 - 250 m
Traffic type CBR
Packet size 512 Bytes
RTS, CTS, ACK size 30 Bytes
The Initial energy 35 J
The Idle power 41 mW
The Receiving power 45 mW
The Transmission power 41 mW
The Sleep power 25 uWw
sk 7 WA B4 AN eeg ERE 4
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Table 8. Dataset used in testing threshold

Dataset # 1h, # Th, # Thy
Test 57,340 48,620 5,880

Table 9. Accuracy

Parameter Accuracy(%)
Th, 91.0
Th, 86.3
Ty 98.5
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Table 10. Parameters used for detection rate

Parameters Description

. The ratio of normal sensor
True  Positive

Rate(TPR) node that were correctly de

tected as a normal node.

The ratio of normal sensor
False Positive | node to total normal sensor
Rate(FPR) that were mistakenly detect

ed as a malicious node.

The ratio of malicious senso
True Negative | r node the were correctly d
Rate(TNR) etected as a malicious nod

e.

The ratio of malicious senso
False Negative | r node to total normal node
Rate(FNR) that were mistakenly detect

ed as a normal node.




Table 11. Parameters used for detection rate

Parameters Description

The number of normal sens
or node that were correctly
detected as a normal node.

True Positive
(TP)

The number of normal sens
or node to total normal sen
sor that were mistakenly d
etected as a malicious nod
e.

False Positive
(FP)

The number of malicious se
True Negative | nsor node the were correctl

(TN) y detected as a malicious n
ode.

The number of malicious se

False Negative | nsor node to total normal n
(FN) ode that were mistakenly d

etected as a normal node.

4.2 AE80|Md 74

rkr

Rl ARk we] g AP e
F 18,4 FAA 2 EAA UEHI AEHO|
NS-2& &3l 33k9et. Table. 122 A&
A 5o A AR seiole S gelg Aole

2 Ho
O o M

)

Table 12. Setting of simulation parameters

Parameters Value
Sensor network size (m x m) 80 x 80 m?
Simulation time 70 s
Number of nodes 20
Duty cycle 20
Transmission range 150 - 250 m
Traffic type CBR
Packet size 512 Bytes
RTS, CTS, ACK size 30 Bytes

The Initial energy 35 J

The Idle power 41 mW

The Receiving power 45 mW
The Transmission power 41 mWw
The Sleep power 25 uWw
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Fig. 8. Detection rate comparison of the
proposed model and other models
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Fig. 9. Residual energy comparison of the
proposed model and other models
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